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 A wireless video surveillance system is one of the cyber-physical security system types that 

transmits the signal of IP cameras through a wireless medium using a radio band. WVSSs play a 

significant role in critical infrastructure protection. However, WVSSs are vulnerable to different 

attacks that breach the confidentiality, integrity, and availability of this system, such as physical 

attacks, which lead to their exploitation to launch cyberattacks on other systems. Hence, it is 

essential to secure the WVSS from this attack. This paper aims to design and implement a Fuzzy-

IoT based motion detection system as a protective shield for WVSS. The purpose of this system is 

to monitor the WVSS to detect and countermeasure its vulnerability. This proposed system 

includes two parts: the hardware part and the software part. The hardware part relies on the 

principle of the Internet of Things that represents the environment of algorithm execution. The 

software part describes how the Mamdani Fuzzy Inference System will be applied to develop a 

physical attack detection algorithm to protect WVSS's components. The experimental results 

show that the proposed system detects and counteracts the mentioned attack with high accuracy 

and efficiency by alerting the system administrator about this attack via the public Gmail server. 
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INTRODUCTION 
 

As a subset of cyber-physical systems, Wireless Video Surveillance Systems (WVSS) operate by transmitting IP 

camera feeds via wireless radio frequency channels. Due to their efficacy in safeguarding critical infrastructure, these 

systems have become ubiquitous in high-priority environments, including airports, city centers, and public 

transportation [1]. The utility of WVSS extends to diverse stakeholders—ranging from government bodies to private 

residential communities—facilitating robust security monitoring [2]. The shift towards IP-based wireless CCTV [3], [4], 

[5], [6] is driven by key technical benefits such as scalability, ease of deployment, and remote monitoring capabilities 

[7]. Moreover, the synergy between WVSS and the Internet of Things (IoT) has reduced deployment costs, directly 

contributing to a recorded 36% expansion in the connected home security market over recent years [8]. WVSSs have 

several purposes [9], [10] such as; enforcement, monitoring, forensics, operations, and deterrent. WVSS topology can 

be described by its distribution and infrastructure. Distribution refers to the physical location of IP cameras. 

Infrastructure refers to the connection type of the system elements (wireless, wired, or both).  
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           Figure 1. A wireless video surveillance system [11]  

A WVSS consists of a storage server and several nodes. Each node contains an IP camera, a transceiver, and a 

power supply[12], shown Figure 1. The core operational functions of these nodes encompass video capture, encoding, 

and wireless transfer [13]. Nevertheless, processing substantial amounts of video data without degrading information 
quality or compromising security standards remains a significant challenge in the practical application of WVSS.  

This system is vulnerable to serious attack that breach the Confidentiality, Integrity, and Availability of the 

system, such as unauthorized physical access to the system's hardware components [14]. Physical access attack is one 

in which a threat agent makes direct physical connectivity with the WVSS. Such as installing a wiretap device, a 

backdoor device, accessing a server room station, obscuring the camera's vision, or simply cutting a cable of the IP 

camera. To bridge this security gap, an effective countermeasure is required. This paper introduces a novel physical 

attack detection model utilizing a Mamdani Fuzzy Inference System (FIS) within an IoT framework. By evaluating and 

optimizing signals from two PIR sensors, the proposed method aims to secure WVSS infrastructure against 

unauthorized physical access. This work claims distinct novelty as the first of its kind to address physical intrusion 

detection within the realm of cyber-physical security systems. Furthermore, the system enhances situational awareness 

by transmitting real-time unauthorized access notifications to system administrators via a cloud server. 

Organization of the paper: Section 2 provides a comprehensive literature review on motion detection techniques. 

Section 3 elaborates on the design of the proposed IoT-fuzzy detection system. Section 4 analyzes the experimental 

findings. The paper concludes in Section 5 with a summary and suggestions for future work. 
 

 
LITERATURE REVIEW 

 

Although, there are no existing systems that address motion detection using Fuzzy Inference Systems. This 

section reviews existing security systems based on IoT that detect the motion in a specific environment using PIR 

motion sensors. Nayak et al. [15] proposed a security system consisting of Raspberry Pi and a PIR motion sensor that is 

managed via a mobile device, as this system captures information and sends it via 3G technology. The processing unit 

(raspberry pi) of this system consists of two main parts; the web application, which is executed on the mobile browser, 

and the server script, which is executed on the cloud. Chuimurkar et al. [16] proposed an alarm system consisting of 

Raspberry Pi and a PIR motion sensor managed via mobile device, and this system has the ability to detect human 

interference that can provide precautions for potential crimes, as this system captures information and sends it via E-

mail using Wi-Fi technology. The processing unit of this system consists of two main parts; the web application that 

executes on the mobile browser and the server script that runs on the cloud. Tanwar et al. [17] proposed a low-cost 

home security system consisting of a Raspberry Pi microcontroller and a PIR sensor that reduces the delay in email 

alert notifications. The Raspberry Pi microcontroller acts as the processing unit, while the PIR sensor serves as the 

input unit for information from the system's surroundings to the Raspberry Pi microcontroller for processing and 

appropriate action. Jain et al. proposed an energy-efficient smart home security system consisting of three main parts: 

a Raspberry Pi controller, a camera, and a PIR sensor. The Raspberry Pi controller handling signals from the camera 

and motion sensor. The camera remains inactive until the motion sensor detects movement in the system's 

surrounding environment. The camera then records a video of the detected object as it moves using the Raspberry Pi 

controller and sends it to the system administrator via the internet (WAN) [18]. Sugumaran et al. proposed a smart 

home security system consisting of four parts: a Raspberry Pi controller, a camera, a PIR sensor, and a GSM modem. 

The camera and PIR sensor are controlled by the Raspberry Pi controller. The number of people is determined by the 

PIR sensor. For example, the camera automatically records video footage when motion is detected by the PIR sensor. 

The Raspberry Pi controller then notifies the system administrator via email using GSM technology [19]. Wibowo et al. 

[20] proposed a home security system consisting of two parts: a microcontroller and a motion sensor. The 

microcontroller sends an alert notification to the system administrator upon detecting any unauthorized movement, 

and this notification is transmitted via SMS technology. Sahoo et al. [21] proposed a home security system based on the 

Internet of Things (IoT). This system consists of a main central node and several sensor nodes. These sensor nodes use 

ZigBee technology to communicate with each other and with the main node. Each sensor node contains a PIR motion 
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sensor used to detect the surrounding environment. The sensor information is then transmitted via the secondary node 

to the central node via ZigBee technology, which in turn sends alert notifications to the system administrator via GSM 

technology. Adriano et al. proposed an integrated home security system based on the Internet of Things (IoT), 

consisting of two main units: an Arduino controller and a NodeMCU ESP8266 controller. It includes five sensors: a 

PIR sensor for intruder detection, an LDR sensor for monitoring lighting status, a DHT-22 sensor for measuring 

humidity and temperature, a rain sensor for detecting rainfall, and a fire sensor for detecting fires. To notify the system 

administrator, the system sends alerts via SMS and MMS [22]. This paper proposes an IoT-Fuzzy based system as a 

protective shield for WVSS. The purpose of this system is to monitor the WVSS to detect and countermeasure its 

vulnerable. This proposed system includes one algorithm that addresses the physical attacks on WVSS's components. 

The proposed IoT-Fuzzy based system includes two parts: hardware part and software part. The hardware part relies 

on the principle of the Internet of Things that represents the environment of algorithms execution. The Internet of 

Things (IoT) paradigm encompasses a vast network of interconnected entities and heterogeneous devices, 

communicating via wired or wireless protocols to execute diverse operational functions [23]. Within this framework, 

the sensory layer serves as a critical bridge, maintaining a persistent link between computational devices and the 

physical realm. Contemporary IoT nodes are equipped with multi-modal sensor arrays—such as accelerometers, 

microphones, and optical sensors—which are instrumental in developing highly efficient and user-centric applications 

[24]. The software part describes the fuzzy logic in which the Mamdani FIS will be applied to develop the motion 

detection algorithm. A FIS is one of the most famous applications of fuzzy logic and fuzzy sets theory [25]. They can be 

used in many applications, such as classification tasks, offline process simulation and diagnosis, online decision 

support tools, and process control.  

METHODOLOGY 
 

IoT-Fuzzy based physical attack detection system  
       In this section, the hardware configuration of the Fuzzy-IoT based system was explained. Firstly, using CAT6 

cables, The system's connectivity is established by linking the IP camera and the transmitting device to the Raspberry 

Pi board through a central hub. On the sensory interface, the PIR sensors are wired to the Raspberry Pi's GPIO pins via 

a prototyping breadboard, ensuring stable signal transmission using standard jumper cables. The block diagram of 

raspberry pi pins is shown in Figure 2. 

 
Figure 2. The block diagram of raspberry pi pins 

 
 

The configuration of the PIR sensors is shown in Figure 3; the PIR sensor has only three pins, VCC, digital out, and 

GND. The VCC of the first PIR sensor connects to 5v through pin No. 2, and the digital out of the PIR sensor connects 

to GPIO17 through pin No. 11. Finally, an LED is used to indicate the response from the PIR sensor; by using the 

breadboard, the GND Parties of PIR sensor, LED, and pin No. 6 connects. Then the other part of the LED connects to 

GPIO2 through pin No. 3. Similar to this configuration; the second PIR sensor connects to the raspberry pi board 

through the breadboard as listed below. 

 RPi3 pin No. 4 (5v) connects to the VCC of the PIR sensor. 

 RPi3 pin No. 12 (GPIO18) connects to the signal of the PIR sensor. 

 RPi3 pin No. 9 (GND) connects to the GND Parties of the PIR sensor and LED together through the breadboard.  

 RPi3 pin No. 5 (GPIO3) connects to the other part of the LED.   

The final configuration of the hardware PIR sensors is shown in Figure 4. 
 

                                                                                           
      Figure 3. The configuration of PIR sensors                     Figure 4. The final configuration of the hardware PIR sensors 
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After assembling all hardware devices and connecting them with the UPS device, the Fuzzy-IoT based system's overall 

configuration is shown in Figure 5. 
 

 
Figure 5. The overall hardware configuration of the Fuzzy-IoT based system     

Physical Attack Detection Algorithm Design   

In this section, the software module of the Fuzzy-IoT system will be described. The physical attack detection 

algorithm is an iterative algorithm based on Mamdani FIS used to detect unauthorized physical access to WVSS 

devices. This algorithm consists of three stages; the input sensing stage, the processing stage (Mamdani FIS), and the 

alarm stage. The flowchart of this algorithm is shown in Figure 6. 

 

Figure 6.  Flowchart of the physical attack detection algorithm 
 

          In the input sensing stage, two PIR motion sensors are used to sense the environment of the WVSS devices. The 

result of this stage is two attributes used as input parameters of Mamdani FIS; First PIR and Second PIR, where the 

two attributes are the number of signals from the PIR sensors at a specific time. Secondly, the processing stage is the 

algorithm's core, where the Mamdani FIS is used to develop it. The culmination of the inference process is a defuzzified 

crisp value, designated as the Physical Attack Ratio (PAR), which quantifies the probability of a physical attack as a 

percentage. Subsequently, in the alert phase, the algorithm executes a data transmission, uploading the calculated PAR 

to both the cloud server and the central monitoring unit. This mechanism ensures that system administrators are 

immediately notified of any unauthorized access attempts. The following subsections delineate the specific design 

stages of the implemented Mamdani FIS. 

A. Input Membership Functions Design  

Each input membership function is represented by a fuzzy set with two linguistic terms: Low and High. The 

input membership functions for them are represented by equations 1 to 4 below. In addition, the graphical 

representation of the First PIR and Second PIR membership functions are shown in Figures 7 and 8, respectively. 
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B. Rule Base Design 
The relationship between the inputs (First PIR sensor and Second PIR sensor) and the output variable (PAR) is 

performed through a collection of fuzzy rules. Every rule uses AND/OR connectors to associate various input factors 

with a specific output. The fuzzy rules for the physical attack detection algorithm are described in Table 1. 
 

 
Table 1. Rule base of Mamdani FIS for the physical attack detection algorithm 

Rules 
No 

Antecedents Consequence 
First PIR sensor Second PIR sensor PAR 

1 Low Low No attack 

2 Low High Uncertainty attack 

3 High Low Uncertainty attack 

4 High High Exist attack 

 

C. Output Membership Function Design    

The physical attack ratio (PAR) is the output membership function of the Mamdani FIS model. The PAR is 

represented by three linguistic terms; No attack, Uncertainty attack, and Exist attack. Their membership functions are 

represented by equations 5, 6, and 7 below, and the graphical representations are depicted in Figure 9. 
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Figure 9. Output membership function (PAR) of Mamdani FIS 
 

The inference engine generates a fuzzy set for every active rule by applying the system's implication operator. 

An aggregation method then synthesizes these discrete fuzzy sets into a comprehensive output region. Finally, the 

Centroid of Area (COA) strategy is employed to resolve this combined set into a precise crisp output, as demonstrated 

in Equation (8). 

      
∫             

∫         
                                                                                       (8) 

 
Where µPAR are the membership functions for output (PAR) of each linguistic variable, the result of the equation above 

is a crisp value that determines the probability of physical attack as a percentage. 
 

 

 

Figure 7. First PIR membership function 

 
Figure 8. Second PIR membership function 
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RESULTS AND DISCUSSION 
The suggested physical attack detection algorithm is written in Python programming language and implemented 

on a raspberry pi. The purpose is to detect unauthorized physical access on WVSS devices using two PIR motion 

sensors. The code is loaded on the Raspberry platform at the IP camera node of the WVSS to implement the required 

performance tests in IoT devices. The experimental results are obtained by executing the physical attack detection 

algorithm at the IP camera node shown in Figure 5. Several cases of physical attacks with different time periods have 

been tested by this algorithm and are listed in Table 2. 
 

Table 2. The experimental results of the physical attack algorithm 
The period of 

physical access (s) 
No. signals from the first 

PIR sensor 
No. signals from the second 

PIR sensor 
PAR 
(%) 

Algorithm execution 
time (s) 

0 0 0 6.666 8.96832 
1 0 11 30.722 9.00047 
3 16 48 79.025 11.83918 
5 30 50 80.555 12.04076 
7 38 50 80.555 12.32358 

10 39 50 80.555 12.71107 
 
The physical attack detection algorithm tests are performed. Firstly, the algorithm fetches the signals from the PIR 

motion sensors; the result from this operation is two attributes representing the number of signals from the PIR 

motion sensors. Finally, after obtaining the measurement results of these two attributes, the Mamdani FIS model 

evaluates the physical attack ratio by optimizing these parameters. The experimental results shown in Table 3, which 

were obtained for this Mamdani FIS model, indicate that the appropriate threshold value adopted by the proposed 

algorithm for decision-making is 54.873 % for the physical attack ratio. In the case of an uncertain physical attack with 

a time duration of 1 second, the physical attack ratio is indicated as 30.722 %, as shown in Figure 10.  where in the case 

of a certain physical attack with a time period of 3 seconds, the physical attack ratio is indicated as 79.025 %, as shown 

in Figure 11. 

 
Figure 10. The aggregation membership function with the defuzzified value of the Mamdani FIS for the physical attack 

detection algorithm (uncertain physical attack) 
 
 

 
Figure 11. The aggregation membership function with the defuzzified value of the Mamdani FIS for the physical attack 

detection algorithm (certain physical attack) 
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The threshold value for the physical attack is calculated by taking the mean value between the uncertain PAR 

value (30.722 %) and the certain PAR value (79.025 %) based on equation 9 below. 
 

          
                                             

 
                                             (9) 

 

                     
               

 
          

 

After adopting the above threshold value, the implementation of the algorithm was tested in the IoT 

environment, and the result of this experiment is shown in Figure 12, where the algorithm alerts the system 

administrator about unauthorized physical access to the WVSS node through the Gmail server. 
 

 
Figure 12. The alerts of the physical attack on the WVSS node using the Gmail server 

 

CONCLUSION 
 

Addressing the critical physical vulnerability of WVSS components, this study proposed a robust IoT-Fuzzy 

detection model. By synthesizing inputs from paired PIR sensors through a Mamdani inference engine, the system 

achieves a detection precision that surpasses standard motion sensing technologies. This enhanced accuracy facilitates 

reliable, real-time notifications for system administrators, thereby minimizing false alarms. Empirical results validate 

the superior performance of the proposed architecture compared to current state-of-the-art systems. Prospective 

enhancements aim to implement Genetic Algorithms for the automated generation of linguistic variables and rules, in 

addition to diversifying alert channels to encompass social messaging APIs like WhatsApp and Telegram. 
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